Litigation Ethics in the

By Thomas E. Spahn

umerous articles have
explored changes in our
profession caused by
technology, specifically,
the use of computers, e-
mail, cell phones, and
other communication tools of the
“information age.” Many of these
articles have brought to light a
world of legal and ethical issues that
may arise from using electronic pro-
grams and devices—given that they
give us the ability to practice law
“virtually” anywhere. This article
focuses on ethics issues implicated
whenever litigators
communicate—with clients, non-
clients, and adversaries.

Communicating with Clients
Lawyers’ use of modern means to
communicate with their clients
can raise at least three issues.

1. Duty of confidentiality. As
lawyers began working with e-mail
in the early 1990s, courts and
(especially) state bar committees
had to decide whether the use of
unencrypted e-mail violated the
ethical duty of confidentiality.!
This analysis involved a number of
novel issues that did not fit well
into traditional ethics notions. For
instance, e-mail communications
may “reside” for a time on a
stranger’s server while the elec-
tronic bits of communication find
their way through various paths
from sender to receiver.
Apparently worried that someone
might view the content of the e-
mails as they scurried through vari-
ous wires, the first state bar to
address the issue found the use of
inadvertent e-mails unethical.?

Interestingly, the first discus-

sions of this issue focused on the
technological aspect of the
debate—the possibility that e-mail
communications might be inter-
cepted by third parties. This repre-
sents an odd approach. If the
technological ability to intercept a
privileged communication deter-
mined the ethical propriety of using
that communication, then lawyers
could never use the U.S. Postal
System—even anyone with no clue
about “technology” would presum-
ably be able to rip open an envelope
left in someone’s mailbox.

The debate eventually moved
from the technological to the legal
as bars focused less on the techno-
logical ability to intercept and more
on the criminal penalties assessed
on those who intercepted. This
afforded e-mail senders the same
expectation of confidentiality
enjoyed by senders of first-class mail.
The state bar that initially con-
demned the use of unencrypted e-
mail changed its mind barely three
months later,’ and every bar now
permits the use of unencrypted e-
mail to send privileged communica-
tions* (although some still require
lawyers to warn their clients about
the dangers of interception’).

Debate on the ethical propriety
of cell phone communications has
taken essentially the same path.°
Courts and bars presumably would
apply the same approach even to
cordless phones, although the pri-
vacy technology for that type of
communication probably lags
behind the other forms.

So lawyers may ethically commu-
nicate with their clients via e-mail.
Still, wise lawyers often save the most
sensitive client discussions for tele-

Modern Age

phone or face-to-face conversations,
not because of the process involved
but because of the substance.

2. Content. What special dan-
gers exist for the substance of e-mail
communications? Psychologists may
be able to explain exactly why peo-
ple communicate differently in e-
mail than they do in more formal
writings such as letters, typed mem-
oranda, etc., but they clearly do. E-
mails thus represent a litigator’s
nightmare. They combine the often
stupid and regrettable informality of
telephone calls with the perma-
nence of the Dead Sea Scrolls. It is
not surprising that most of the
recent important trials involving
corporations and their executives
(Microsoft, Andersen, Frank
Quattrone, etc.) have focused on e-
mail evidence.

Even worse, e-mails sent or
received on company computers
belong to the company. A recent
Wall Street Journal article reported
that the federal government has
posted thousands of Enron employ-
ees’ e-mails on the Internet to
make them available for public
scrutiny. These include the ones
discussing mothers-in-law, “one
night stands,” and so on.

Lawyers’ ethical duty of diligent
representation may someday require
them to train their clients not to
write stupid things in their e-mails.
At the least, lawyers should encour-
age their clients to conduct tele-
phone or in-person communications
when the stakes are high.

3. Increased risk. Do e-mails
pose a greater risk than other com-
munication methods of waiving
available protections? Emphatically,
yes. This highlights what is perhaps
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the most pernicious aspect of e-mail:
It is just as easy to send an e-mail to
50 people as it is to one. Apart from
the danger of inadvertent transmis-
sion, the ease of sharing e-mails cre-
ates enormous risks of waiving the
attorney-client privilege and the
work product protection. A lawyer’s
indiscriminate sharing creates ethics
and liability issues. A client’s overly
wide distribution reflects poorly on
the lawyer’s ability to educate the
client, creates the logistics headache
of sorting out e-mail chains for a
privilege log, and often results in a
waiver of the attorney-client privi-
lege and the work product doctrine.

[ronically, some of e-mail’s
advantages create the greatest dan-
ger of waiver. For instance, the effi-
ciency of e-mail “address lists” can
backfire if an outdated list includes
people whose receipt of a privi-
leged communication would waive
the protection. Some commenta-
tors advise against using any
address lists. This may go too far,
but clients and lawyers should be
very wary of such shortcuts.

To make matters much worse,
the rise of such technologically
sloppy forms of communication as
e-mail has paralleled courts’ increas-
ingly unforgiving approach to
waiver. In addressing communica-
tions outside the corporation, pres-
tigious courts recently found a
waiver when companies or their
lawyers disclose privileged commu-
nications or work product to the
government (even under strict con-
fidentiality agreements?), to outside
auditors,® or to participants in set-
tlement negotiations.’ Of course,
even sharing privileged communi-
cations within a company can cause
a waiver if it involves corporate
employees beyond those with a
“need to know.” One recent deci-
sion found a waiver based on this

Thomas E. Spahn is a partner at
McGuireWoods LLP in McLean,
Virginia. He can be reached at
tspahn@mcguirewoods.com.

practice with mail copied to one
company’s executive vice president,
who was not involved in the partic-
ular personnel matter at issue.'

But it gets even worse. Recent
decisions have tended to expand the
severity of the “subject matter
waiver” that can occur when a
client or lawyer discloses protected
communications. Courts are finding
such a subject matter waiver even in
cases of inadvertent disclosure.

The ease of sharing e-mails, the
increasing likelihood that a court
will find a waiver, and the appar-
ent expansion of such waivers’
scope create a frightening trifecta
that all litigators must face.

Communicating

with Nonclients
Lawyers’ communications with
nonclients raise distinct but related
concerns.

1. Relationship issues. E-mail
can turn a nonclient into a client
(at least for confidentiality and
conflicts of interest purposes)
when the lawyer did not intend to
create such a relationship. The law
always has recognized that a
lawyer’s communication with a
prospective client who has a rea-
sonable expectation of confiden-
tiality creates a duty on the
lawyer’s part to keep the communi-
cation secret, and may prevent the
lawyer from taking positions
adverse to the prospective client
on matters relating to the discus-
sion. The rule did not seem so
unreasonable when a lawyer meet-
ing a prospective client in person
could quickly cut off the conversa-
tion, or insist during a phone call
that the prospective client provide
information required for a conflicts
check before revealing any sub-
stantive confidences. Many law-
yers, however, receive so many
e-mails each day that they may not
stop reading one before it is too
late. In addition, law firm websites
justifiably encourage (if not
actively invite) prospective clients
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to send e-mail queries. All of this
increases the risk that a lawyer will
stumble into an attorney-client
relationship without intending it.

Perhaps as a result of such possi-
bilities, the ABA recently added a
Model Rule related to acquired
information from prospective
clients, limiting disqualification of
lawyers to only those who received
information that “could be signifi-
cantly harmful” to the prospective
client.”? Even more significantly, the
rule allows a lawyer’s firm to avoid
imputed disqualification by screen-
ing an individually disqualified
lawyer.” If adopted by state bars, this
new ABA approach should make
lawyers feel more comfortable in
speaking with prospective clients,
and may help avoid the possibility
that clever litigants could “knock
off” skillful lawyers who might oth-
erwise represent an adversary by dis-
closing confidential information
during an interview.

ABA Model Rule changes
always take time to gain a foothold
in states’ ethics rules. In the mean-
time, lawyers are taking technical
steps to avoid stumbling into an
attorney-client relationship.

Many commentators suggest
employing solutions such as click-
through disclaimers on law firm
websites or initiating elaborate
procedures to screen incoming e-
mails, etc. Many of these sugges-
tions would reduce or perhaps even
eliminate the risks but would also
make a law firm’s website so user
unfriendly as to defeat its purpose.

Fortunately, there appears to be
no upsurge in liability or disqualifi-
cation cases finding inadvertent
attorney-client relationships gener-
ated by hastily read e-mails. Still,
law firms would be wise to add dis-
claimers to their websites, at the
very least advising the public not to
send confidential information and
disclaiming any attorney-client rela-
tionship absent mutual agreement.
Lawyers receiving unsolicited legal
questions would be wise to respond



with a polite refusal to represent the
questioner. If the lawyer recognizes
that the sender is a current client’s
would-be adversary, he or she should
stop reading the e-mail immediately,
respond with a polite refusal, pre-
pare a contemporaneous memoran-
dum describing the incident, and
perhaps even create a formal “ethics
screen” that might later provide pro-
tection from disqualification for col-
leagues representing the client.

2. Disclaimers. Most lawyers
take great (and occasionally
humorous) pains to protect their
outgoing e-mails, especially to pre-
vent inadvertent sharing with a
nonclient that might create the
horrifying waiver ramifications
mentioned above.

One way to get some levity out
of our high-stress profession is to
remember to actually read lawyers’
e-mail disclaimers. Most lawyers
include the disclaimer at the end
of their e-mails, thus ensuring that
an unintended recipient will have
to read the entire e-mail before
getting to it. Many lawyers pro-
claim that all of their e-mails are
privileged and confidential—pre-
sumably including those sent to
adversaries or to their daughter’s
soccer league in the event of a
rainout. Some lawyers predict dire
consequences for inadvertent
recipients who read or use the e-
mail (although no one seems to
have ever been punished for it). A
few lawyers even direct such recipi-
ents to advise the sloppy sender,
print the e-mail, and return it via
“U.S. mail” (apparently hoping to
deter the sender from using some
other country’s mail system).

Do these disclaimers do any
good? There seems to be very little
case law. One court pointed to
such a disclaimer as triggering a
lawyer’s ethical duty to return
inadvertently transmitted confi-
dential information," but no court
seems to have issued a helpful
analysis that might guide lawyers’
decisions about such disclaimers.

3. Unauthorized access. Some
lawyers who seem obsessed with
adding just the right threatening
language to their e-mail disclaimers
overlook a confidentiality threat
much closer to home. Most (if not
all) lawyers rely at least in part on
outside consultants to install soft-
ware, keep their computers running
properly, repair or replace server
connections, and the like. But
when asked whether they took steps
to ensure such strangers do not use
the confidential information to
which they have been given access,
the same lawyer threatening bodily
harm to anyone using inadvertently
transmitted information will not
have a clue whether or not the
stranger was required to sign a con-
fidentiality agreement.

The ABA has warned lawyers
to arrange confidentiality agree-
ments with all third parties given
access to their clients’ or their own
privileged or confidential informa-
tion."” Lawyers would be wise to
take such steps with everyone from
office trash collectors to computer
service company representatives.

Lawyers must also take care
when they discard their old com-
puters. How lawyers handle elec-
tronic client files can have ethics
implications because of the contin-
uing duty to preserve client confi-
dentiality. On a more practical
level, discarding client files can
have dramatic waiver effects. One
fairly old case found that a com-
pany had waived its attorney-client
privilege by throwing out records
rather than having them
shredded.! Fortunately, a more
recent case held that a company
did not waive the privilege protect-
ing a document that its employee
tore into 16 pieces and threw in
the trash—explaining that such
steps were “sufficient to preserve
the attorney-client privilege
against the clandestine assault by
[an adversary’s] ‘dumpster diver.””"

Communicating
with Adversaries

Ethics (and privilege) issues become
most acute when lawyers communi-
cate with a particular type of non-
client: a litigation or transactional
adversary.

1. Ex parte contact. E-mail
communications (like other commu-
nications) may be forbidden by the
prohibition on certain ex parte com-
munications with employees of a cor-
porate adversary. The rules governing
such communications can be very
complicated. Courts and bars can
choose from a number of approaches,
ranging from prohibiting ex parte
communications with any employees
of a corporate adversary to placing off
limits only those employees within a
corporate adversary’s “control group.”
A recent Nevada Supreme Court
case provides an excellent analysis of
all the options.'*

The ABA recently changed its
approach to this issue. The old
approach included a prohibition on
ex parte contacts with employees of
a corporate adversary whose state-
ments “may constitute an admission
on the part of the organization.”
The recent change deleted that
phrase, thus making such employees
fair game for ex parte contacts."

To make matters more compli-
cated, courts and bars within the
same state sometimes take different
approaches. For instance, the
Virginia ethics rules allow more ex
parte contacts with a corporate
adversary’s employees than do the
ABA Model Rules.” But Virginia
federal courts inexplicably follow
the ABA Model Rules rather than
the state’s.”! In addressing ex parte
contacts with former employees of
a corporate adversary, both
Virginia® and the ABA” permit
such contacts. However, in the
Western District of Virginia, the
federal court forbids such con-
tacts.”* Any lawyer attempting to
communicate with employees of a
corporate adversary should care-
fully check both applicable ethics
rules and decisional law.

Even when permissible under
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the ex parte contact rule, e-mails
might still run afoul of limits that
courts and bars place on deceptive
conduct. Most states’ ethics rules
bar lawyers from engaging in any
deceptive conduct.” Some courts
take a strict approach to lawyers
participating in any investigations
involving deception.?® On the other
hand, some courts have permitted
lawyers to arrange for private inves-
tigators to portray themselves as
consumers when investigating
“palming off” or other intellectual
property misconduct.”?

E-mails easily lend themselves
to such mildly (and perhaps per-
missibly) deceptive conduct.
Lawyers considering such activities
must consider both the ex parte
contact and the deceptive conduct
ethics rules.

2. Metadata. Even intentional
sharing of electronic documents
with an adversary can raise ethics
issues. Although many lawyers do
not realize it, electronic documents
sometimes allow recipients to
essentially “look behind” the docu-
ment and access the document’s
history, when it was altered, and
even specific changes that were
made. This information is included
in the term “metadata,” which is
data about data. Never transmit a
document without reviewing and
disabling tracking software.

The New York State Bar has
held that the general ethics prohibi-
tion on deceptive conduct prohibits
New York lawyers from “looking
behind” electronic documents sent
by adversaries who failed to disable
the software.? Despite this helpful
ethics opinion, wise law firms are
now installing “scrubbing” software
that prevents the transmission of
such information.

The intentional transmission of
a document that contains a drafting
error might require disclosure to the
adversary who made the mistake.
The ABA indicates that lawyers
whose adversaries have forgotten to
make some change agreed upon by

the parties should disclose the mis-
take to the adversary.”” Interestingly,
the ABA indicated that lawyers in
this position do not need to advise
their clients of their good deed. To
the extent that states follow this
approach, lawyers will not have to
place such an awkward call to
clients who undoubtedly would not
understand the “professional cour-
tesy” being afforded the adversary.
All the same, the lawyer may take
comfort in knowing that the adver-
sary will be obligated to return the
favor if the situation is reversed.

3. Inadvertent transmission.
E-mail and other electronic com-
munications may be sent inadver-
tently to an adversary. This triggers
an analysis that also applies to mis-
directed faxes, misaddressed regular
mail, and so on. However, e-mails
seem to create a greater problem
than more traditional forms of com-
munication, primarily because e-
mails can inadvertently be sent to a
much larger number of people and
because lawyers are more likely to
make this mistake themselves.
(Lawyers play a much more active
role in e-mail communications than
in earlier forms of communication.)

The bar’s approach to the inad-
vertent transmission of privileged or
confidential information provides
an interesting history. Starting in
1992, the ABA recognized a duty
(which it had great difficulty finding
in the Model Rules) to return privi-
leged or confidential communica-
tions received inadvertently.® As a
corollary duty in a slightly different
situation, the ABA later held that
lawyers should allow the court to
decide the fate of privileged or con-
fidential information received from
a party not authorized to have it
(such as a disloyal employee, a
“whistle-blower,” etc.).”!

Following this lead, courts and
state bars began to recognize simi-
lar duties.”> However, some did not
apply the ABA approach to privi-
leged documents inadvertently
included in a litigation document
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production,” and others rejected it
altogether, in favor of the tradi-
tional approach that allowed
lawyers to take advantage of such a
mistake by an adversary.**

The Ethics 2000 changes to
the ABA Model Rules retrenched
a bit, finding that lawyers who
had inadvertently received confi-
dential or privileged information
(either in document production
or elsewhere) simply should alert
the sender rather than automati-
cally follow the sender’s instruc-
tions.” The ABA’s explanation of
this change indicates that the law
(rather than the ethics rules) cov-
ers such issues as the possible duty
to return the document, and that
ethically the receiving party sim-
ply must “notify the sender in
order to permit that person to
take protective measures.” It will
be interesting to see whether
courts and other bars also back
away from the strict “return it”
approach.

Some lawyers involved in liti-
gation enter into nonwaiver agree-
ments with their adversaries, under
which both parties agree to return
privileged documents that they
accidentally produce to the other.
One recent decision involving two
sophisticated companies with such
an agreement (covering privileged
documents “inadvertently” pro-
duced to the other) held that the
company receiving privileged doc-
uments from the other during a
production need not return them
because the producing company
had acted with “gross negligence”
rather than inadvertence in pro-
ducing them.” The court warned
litigants to define exactly what
conduct they wanted to forgive in
such nonwaiver agreements. In a
frightening postscript, the court
found the unintentional produc-
tion of some privileged documents
created a subject matter waiver,
thus presumably requiring the pro-
duction of additional documents
on the same subject.



Although this decision seems to
have broken new ground in finding
the common form of nonwaiver
agreement inapplicable, it followed
the traditional approach of blam-
ing legal assistants for the mistaken
production.*

Conclusion
Although the use of e-mail and
other forms of electronic communi-
cations may have a more dramatic
effect on such issues as lawyer mar-
keting and discovery, lawyers should
become familiar with the other
ways in which their ethics duties
might be affected by such new
forms of communication. H
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