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OP-ED

Is your business cyber-savvy?
The essentials of an ‘acceptable use’ policy

Businesses whose employees do not master the potentials of the Web will quickly be overcome by more nimble and

aggressive competitors... But employee access to Internet applications poses a number of risks which must be effectively managed

he Internet is a ubiq-
uitous business tool,
essential for e-mail,
research, communica-
tions, networking, news and in-
formation. These are all dynamic
and essential functions, and busi-
nesses whose employees do not
master the potentials of Web 2.0
will quickly be overcome by more
nimble and aggressive competitors.
Yet employee access to inter-
net applications poses a number
of risks which must be effectively

If [defamatory] comments
are made using the employer’s
systems in the course of the
employee’s employment, the
injured party inevitably will ar-
gue that the employee was act-
ing as the company’s agent and
the company is therefore legally
liable for the defamatory state-
ments. Employees need to be
trained to make business com-
munications, particularly those
which easily can be forwarded
to third parties, appropriate and
measured in tone and content.

managed. Threats include loss of
productivity and distraction, inva-
sion or loss of privacy, copyright
violations, defamatory communi-
cations—even predatory behav-
ior. The company adopting best
practices will manage these risks
through a thoughtfully constructed

acceptable-use
policy.

It’s funda-
mental that
businesses
determine if it
is beneficial to
encourage or
prohibit em-
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ployees from us- Guest Columnist
ing networking
Web sites. Facebook, LinkedIn,

Blogger and similar sites are at-

tracting millions of people who
understand the potential of social
and business net-
working. Research
firm Forrester es-
timates that busi-
nesses will spend
more than $250
million this year
on social network-
ing sites geared
toward their busi-
ness models. But if
employees spend
their days post-
ing weekend party
photographs on
their Facebook
page, and do not
have a clear and
focused business
plan for using net-
working sites, they
are squandering
their employer’s time and resources
during an economic period which
is not tolerant of waste. Training
and appropriate policies are the
vehicles for using these tools well
and not wantonly.

'The effective acceptable-use
policy should focus on creating

clear and easy-to-follow guidelines
for employees to follow. It should
inform employees which applica-
tions and Web sites are appropri-
ate to access during the business
day, and which are not, at least in

a general sense. It should encour-
age appropriate business activities,
discourage purely personal activi-
ties such as second job pursuit, and
outright prohibit access to porno-
graphic Web sites and material. It
should explain legal risks such as
copyright laws, and assist employ-
ees by helping them avoid inadver-
tent violations.

Employees have a privacy ex-
pectation in their e-mails, but em-
ployers have a competing interest
in ensuring that company e-mail
systems are not being used for
inappropriate purposes. The range
of activities that may be consid-
ered “inappropriate” is impossible
to catalog in a brief article, but
range from threatening e-mails,
to disclosure of confidential busi-
ness information to third parties,
to e-mails containing sexual or
defamatory content. The indi-
vidual’s right not to have someone
reading her e-mail is codified in
the Electronics Communications
Privacy Act (ECPA), a federal law
passed in 1998. The ECPA makes
it a federal crime for an individual
to intercept, access, disclose or use
another’s wire or electronic com-
munications, which would include
e-mails, unless the individual con-
sents to the access. The employer
can overcome the expectation of
privacy by making company access
to employee e-mails a condition
of use of the employer’s com-

puter system. The consent of the
employee is implied because the
employee uses the employer’s sys-
tem after having been informed in
writing that the employer reserves
the right to monitor such com-
munications. Employees can still
maintain personal e-mail accounts,
but use of these personal accounts
tor business purposes should be
prohibited. Any business e-mails
should be subject to review by the
employer in the same manner as
any other business document, cor-
respondence or record. The utility
of a good acceptable use policy is
evident—what is a serious viola-
tion of federal law can be turned
into a proper exercise of employer
authority simply by following a
basic set of legal guidelines. This is
where the company working with
competent employment-law coun-
sel is an excellent investment of
modest resources.

One of the ways employers may
be held liable for employee con-
duct in electronic communications
is when the employee defames
someone. Defamation is generally
defined as a false statement that
impugns someone’s character or
professional qualifications made
to a third party. Employees who
use language carelessly when criti-
cizing someone’s integrity or job
performance can be guilty of defa-
mation. If the comments are made
using the employer’s systems in the
course of the employee’s employ-
ment, the injured party inevitably
will argue that the employee was
acting as the company’s agent and
the company is therefore legally
liable for the defamatory state-



ments. Employees need to be
trained to make business commu-
nications, particularly those which
easily can be forwarded to third
parties, appropriate and measured
in tone and content.

Finally, employers need to an-
ticipate that one or more of their
employees may use the employer’s
electronic systems for very inap-
propriate or even illegal purposes.
Sexual content is easily accessible
on the Internet, and if one em-
ployee shares sexual content to
another who finds it embarrassing
or offensive, then the employer
can be liable under federal and
states laws that prohibit sexual
discrimination and harassment.
Sexual predators commonly use
social networking Web sites to
attract and pursue their victims.
'The extent of that activity is stag-
gering. For instance, the youth-
oriented Web site MySpace was
recently criticized in the media
for not taking sufficient measures
to protect children from sexual
predators. By late January 2009
FoxNews reported that MySpace
had found more than 29,000 reg-
istered sex oftenders with profiles
on the popular Web site, more
than four times the number cited
by the company just two months
earlier. Then on Feb. 4, CNN.com
reported that “MySpace.com has
identified and removed 90,000
convicted sex offenders from its
popular social-networking site,
according to one of the dozens of
state attorneys general who pres-
sured the site to beef up its safety
standards.” One must wonder
if the number of identified reg-
istered sex oftenders ballooned
from around 7,000 to 90,000 in
less than two weeks, whether the
Web site is really on top of the
problem. Even if it is, the num-
ber represents only “registered
sex offenders”—in other words
people who have been caught and
convicted of sex crimes—and is
nowhere near an accurate approxi-
mation of the number of sexual
predators who are active but have
escaped prosecution and convic-
tion so far. Employers must not

underestimate the extreme damage
that will be done to their personal
and corporate reputations if one
of their employees is charged with
sexually predatory behavior, and

it is revealed that the conduct was
being carried on at least in part at
work, and the employer was oblivi-
ous to it and did nothing to detect
or prevent it.

Web 2.0 offers tremendous
opportunities to companies and
their employees to expand their
business models and increase their

efficiency and profitability. But

it also presents significant legal
risks which must be identified
and managed through appropri-
ate policies and electronic screen-
ing tools. Companies need to
work with legal counsel who are
knowledgeable not only about
tederal and state employment
laws, but also about the laws

and regulations and risks of the
cyber world. Good preventive
practices can prevent a myriad of
legal claims and eliminate legal

and reputational threats that could
cripple or destroy your business.

(R. Craig Wood is the managing
partner of the Charlottesville office
of McGuireWoods LLE an inter-
national law firm headquartered in
Richmond. Wood regularly represents
employers on legal issues and lawsuits
in central and western Virginia, and
is a frequent author and lecturer on
litigation and employment law top-
ics. The firm and Wood can be found
on the Web at www.mcguirewoods.
com)
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