
A s the climate of regulatory 
enforcement intensifies, 
organisations are hoping 
for the best but preparing 

themselves for the worst. 
 
One of the questions compliance 
advisers are being asked with  
increasing frequency is exactly  
what organisations could, and 
should, be doing to prepare for  
a compliance crisis. 
 
Undoubtedly, the best way of pro-
tecting your organisation is to invest 
time and resources in developing 
robust compliance procedures, 
which are tailored to your risk profile 
and are subject to regular monitoring 
and review. 
 
However, no compliance programme 
is completely infallible. While a good 
system may make the difference 
between being prosecuted or being 
dealt with by way of financial penal-
ties, the system alone will not  
absolve you from the need to investi-
gate any problems which may arise.  
 
And there is always the additional 
risk that the regulator will come 
knocking on your door to start  
its own investigation. 
 
Taking simple steps in advance  
of a crisis in order to minimise the  
effects of it, and to give yourself time 
to make decisions after due  
consideration, can give you a much 
needed head-start should the worst 
happen. 
 
 
Internal reporting 
 
Whistle-blowing is now one of the 
primary ways in which compliance 
issues may become exposed.  
 
Having robust internal reporting  
procedures in place, which your  
employees are encouraged to use 
with confidence, is a key way of 
managing employee disclosures.  
 
Effective internal procedures will 
also discourage employees from 
looking for outside avenues in  
order to vent their concerns. 
 
Properly implemented internal  
whistle-blowing procedures have  
the added advantage of giving your 

organisation the opportunity to  
investigate issues, take advice and, 
if possible, remedy the situation 
without exposure to the authorities 
or outsiders. 
 
In some cases, however, the need  
to report an issue to the authorities 
will arise, in which event you will 
have benefited from the opportunity 
of assessing the seriousness and 
scope of the issue in advance.  
 
Additionally, your organisation will 
have more control over subsequent 
interaction with the relevant authori-
ties and over possible grounds  
for mitigation of any penalty in due 
course.  
 
 
Who will need to know? 
 
When a crisis occurs, there may be 
a temptation to draw in a wide circle 
of people to assist in assessing  
and responding to the problem, and 
in some cases this may be essential 
in order to protect the organisation 
and its employees.  
 
In most cases, however, the re-
striction of information will be crucial 
in order to advance the investigation 
and to afford protection from further 
exposure to liability.  
 
Widespread circulation of  
information concerning the crisis 
may undermine the effectiveness  
of your investigation, especially 
where the conduct of a number  
of employees is in question.  
 
Furthermore, wide dissemination  
of the facts of the crisis may also 
create panic or uncertainty amongst 
the staff and it will undoubtedly also 
increase the risk of information find-
ing its way into the public domain, 
which may be severely damaging  
to the reputation of the business. 
 
Accordingly, before a crisis arises  
a corporation should have a contin-
gency plan which determines who 
the decision makers will be, who  
will undertake any necessary  
investigation, and which personnel 
will need to be involved. For exam-
ple, obtaining access to employees 
and data may need to involve the 
human resources, IT and finance 
departments. 
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Do you know where to find 
relevant data? 
 
A problem commonly faced by  
organisations in a crisis situation is  
an inability to identify all repositories  
of data.  
 
You should be in a position to answer 
the following questions in respect  
of your organisation: 
 
 If a crisis were to occur today, 

would you be able easily to locate 
and preserve employee emails 
and documents?  

 
 How many servers does the  

organisation have and where  
are they located?  

 
 Do you have documents stored 

electronically using clouds or file 
transfer sites?  

 
 Do your employees use their  

own devices for work?  
 
 Do you have teams who work 

remotely and use their homes  
as offices?   

 
 Does the organisation have off-

site storage for hard copy files? 
 
Identifying, locating and preserving 
relevant data is critical, and undertak-
ing a review of where your data are 
stored (‘data mapping’) before you 
have a need to access them may 
save a great deal of time and effort  
in a crisis.  
 
Part of a data mapping exercise 
should include identifying all  
document destruction policies and 
procedures, especially those which 
are automatic.  
 
In the event of a crisis, you would 
have to cease such procedures  
immediately to prevent inadvertent 
destruction of evidence which might 
be crucial either to the investigation 
or to the company’s defence.   
 
Destruction of documents after 
knowledge of a compliance concern 
has arisen might have serious legal 
and financial consequences for  
a company. 
 
 

Whose data are they and 
can you use them?  
 
Having identified and located relevant 
data in a crisis, it is essential that  
you are able legally to access,  
transfer and review such data and 
this may raise issues of data privacy. 
 
Data privacy is a subject worthy  
of detailed consider-
ation, because it is 
a matter which con-
cerns, and in some 
cases may hinder, 
organisations trying 
to conduct internal 
investigations. Part 
2 of this article se-
ries (to be published 
in the next edition) 
will examine this 
issue in more detail, 
and will offer practi-
cal guidance to as-
sist you in preparing 
to meet the data 
privacy challenge 
should a crisis  
occur. 
 
 
Preserving 
privilege 
 
One of the most 
important points  
on which to focus 
during a compliance 
crisis is the protec-
tion of your organi-
sation’s legal privi-
lege and this  
includes privilege which may arise 
during the investigation itself. Be-
cause of this, many organisations 
engage external lawyers as part  
of their crisis management plan,  
not only for their expertise but also  
to provide any internal investigation 
with the protective cloak of privilege. 
This is one extremely good reason  
for keeping the size of your crisis 
team limited to those who are  
managing the problem and  
determining how to address it. 
 
 
Are you ready for a ‘Dawn 
Raid’? 
 
In the UK, dawn raids may be under-
taken by the Serious Fraud Office, 

the Financial Conduct Authority, HM 
Customs and Excise and the Office  
of Fair Trading. 
 
There will of course be no advance 
warning of such a raid. Your organi-
sation might potentially face such  
a situation, even though you had  
no reason for thinking that it had 
been party to anything improper. 
 

In these circum-
stances, the fol-
lowing advance 
preparation will 
help to reduce the 
stress and turmoil 
caused by such  
a raid, while at  
the same time  
ensuring that your 
organisation’s 
rights and interests 
are preserved. 
 
 
Appoint  
a Liaison 
 
A sufficiently  
senior person 
(‘Liaison’) should 
be nominated to 
act as the principal 
point of contact  
on the company 
premises in the 
event of a raid.  
 
A deputy should 
also be identified 
if, on the day of 
the dawn raid, the 
Liaison were to  

be unavailable. 
 
 
Give your employees guidance 
 
Guidelines should be drawn up and 
provided to all company employees, 
detailing how such raids are carried 
out, explaining the powers available 
to the authorities, and providing a 
check-list of what should be done  
in the event of a raid taking place. 
 
A course of training as to their individ-
ual responsibilities should be provid-
ed to those employees who might be 
directly concerned should a dawn raid 
occur. These people might include 
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receptionists, security personnel,  
senior management, in-house  
lawyers and IT staff. 
 
 
Your Liaison 
and employees 
need to know 
the following: 
 
 In the event of  

a raid, the first 
person to encoun-
ter the investiga-
tors (often the 
reception staff) 
should contact the 
Liaison and ask 
the investigator  
to await his/her 
arrival at the 
premises. 

 
 On being contact-

ed, the Liaison 
should alert  
senior manage-
ment and arrange 
for the company’s 
external lawyers 
to attend the 
premises. 

 
 Investigators are required to  

produce a search warrant before 
commencing any search. This 
should be checked carefully by 
the Liaison and/or the company’s 
lawyer to establish its precise 
scope, that the details contained 
in it are correct, and that there  
is no legal basis upon which  
it may be challenged. 

 
 During the search, each member 

of the investigation team should 
be shadowed by an appropriately 
trained company employee, who 
should ensure that a record is 
made of any material seized and 
that a copy is made of any  
document removed. 

 
 Those personnel shadowing the 

investigators should also ensure 
that no attempt is made by the 
investigators to read or copy ma-
terial which is thought to be sub-
ject to legal professional privilege. 

 
 It is very important, therefore, to 

try to keep privileged materials 
stored separately as far as possi-
ble. If such material is seized, it 
should be placed in sealed bags 

labelled 
‘privileged’ and 
kept apart from 
other material 
seized. 
 
 Investi-
gators are not 
permitted to 
ask questions 
of employees, 
save for the 
purpose of  
furthering the 
proper and 
effective  
conduct of the 
search. Those 
shadowing  
investigators 
should see that 
a note is made 
of any ques-
tions asked 
and answers 
given. 
 
 Save for 
external law-
yers, no-one 
outside the 
company 

should be informed of a raid. On 
the day of a raid, all non-essential 
staff should be sent home for the 
day. 

 
 There should be no internal  

communication by email about  
the raid, other than for the giving 
of necessary instructions to staff. 

 
 No documents, whether in hard 

copy or electronically stored, 
should be removed, hidden,  
discarded, destroyed or deleted 
after the arrival of the investiga-
tors. In the event of rooms or box-
es being sealed by investigators, 
staff should be given express  
instructions not to interfere in any 
way with such seals. 

 
 
Conclusion 
 
For all types of potential compliance 
crisis, there is clearly much to be 
gained from having a workable crisis 
plan in place.  

The creation of such a plan need  
not be particularly time consuming  
or resource intensive, but it will save 
your business precious time when  
it is needed most, and help you better 
protect and preserve your organisa-
tion’s rights and interests. 
 
One of the biggest problems compa-
nies face when they are attempting 
an internal investigation, or when  
an external investigation is imposed 
upon them, is access to and  
preservation of relevant data.  
 
In many organisations it may be  
unclear exactly where information  
is stored – on which servers, or which 
electronic devices. Knowing the  
location of information in advance 
and having the power to seize what  
is needed is crucial.  
 
Part 2 of this article, in the next issue 
of this journal, deals with how to put 
in place good policies and proce-
dures to ensure that in the event  
of the worst happening, the company 
can access and transfer data includ-
ing, for example, data held on  
employees’ personal devices that 
they use for work.   
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