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ANALYSIS

The judgment of the Court of
Justice of European Union
(CJEU) of 30 May 2013 in case

C-342/12 (Worten v Autoridade para as
Condições de Trabalho ACT) con-
firms – unsurprisingly – that records of
working time by workers are personal
data and that they are therefore subject
to the provisions of the Data Protec-
tion Directive 95/46/EC (Directive
95/46). More importantly, the CJEU
confirms that all processing of personal
data must, first, comply with the prin-
ciples relating to data quality set out in
Article 6 of Directive 95/46 and,
second, fulfil one of the six criteria for
making data processing legitimate
listed in Article 7 of this Directive.
More specifically, the CJEU confirms
that only the grant of access to authori-
ties having powers in the field could be
considered to be “necessary” and
therefore comply with Article  7(e) of
Directive 95/46. Finally, the judgment
also confirms that the obligation to
ensure the security of processing of
personal data set out in Article 17 of the
Directive 95/46 applies to the
 controller.

This decision, besides its explicit
holding, also demonstrates that the
“privacy by default”1 principle dis-
cussed in the draft General Data Pro-
tection Regulation proposed by the
European Commission, even if
adopted, is not absolute. 

legal and faCtual
BaCkground
Article 202 of the Portuguese Employ-
ment Code (Codigo do trabalho),
approved by the Law No 7/2009 of 12
February 2009, provides, under the
heading “Record of working time”: 

“(1) The employer must keep a
record of hours worked by workers,
including those who are exempt from
the normal working hours, in a location
that is accessible and in such a way that
it can be consulted immediately. 

(2) That record must set out the

times when the working hours begin
and end, as well as breaks or periods
not included in those working hours, to
allow calculation of the number of
hours worked by the worker per day
and per week (...) 

(...)
(5) A breach of the provisions of

this article constitutes a serious admin-
istrative offence.”

In addition article 10, entitled
“Inspection procedures”, of the Por-
tuguese Law No  107/2009 of 14  Sep-
tember 2009 stipulates:

“1. In the performance of his duties,
the employment inspector is to carry
out, without prejudice to the provi-
sions of a specific regulation, the fol-
lowing procedures: 

(a) Request, with immediate effect
or with a view to a submission to the
decentralised units of the Employment
ministry’s inspection services, examine
and copy documents and other records
relevant for determining the employ-
ment relationships and working
 conditions; 

(...)
2. In the performance of his duties,

the social security inspector is to carry
out, without prejudice to the provi-
sions of a specific regulation, the fol-
lowing procedures: 

(a) Request and copy, with immedi-
ate effect, for examination, consultation
and addition to reports, the books,
documents, records, files, and other
relevant evidence which belong to the
entities whose activity is the subject of
the inspection and which are relevant
to the verification of the matters
inspected; 

(…)”
In March 2010, ACT carried out an

inspection at the premises of Worten,
an employer located in Viseu, Portugal.
This inspection resulted in the follow-
ing statements: 
• Worten employed four workers in

that establishment working on a
rotating shift;

• the record of working time, setting
out the daily work periods, the
daily and weekly rest periods and
the calculation of the daily and
weekly working hours of the work-
ers, was not accessible for
 immediate consultation; 

• the workers recorded their working
hours by inserting a magnetic card
into a time clock installed in the
premises of a store located beside
the inspected premises; 

• not only was the record of working
time not accessible to any worker of
the undertaking or of the establish-
ment where they carried out their
duties, but it could also be con-
sulted only by the person who had
computerised access to it, namely
the regional manager of Worten,
who was not present at the time of
the inspection; in such a case, only
Worten’s central human resources
department could provide the data
in that register. 
Even though it is not clear from the

information available, we may assume
that such restrictions on access to the
records were motivated by security
considerations. More specifically,
Worten claimed that the obligation to
make the records available was incom-
patible with the obligation to establish
an adequate system of protection of
those personal data because it
amounted to allowing any employee to
gain access to the records. Therefore,
Worten’s position could be considered
as a practical, even if somewhat
extreme, application of the privacy by
default principle. 

Following these statements, ACT
imposed a fine of €2,000 on Worten
considering that Worten had commit-
ted a serious administrative offence by
infringing the rules concerning the
record of working time set out in
 Article 202(1) of the Portuguese
 Employment Code. 

Worten tried to obtain the
 annulment of this decision before the
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labour Tribunal of Viseu. In order to
decide on the case this Tribunal referred
the following questions to the CJEU: 

“(1) Is Article 2 of Directive 95/46
… to be interpreted as meaning that the
record of working time, that is, the
indication, in relation to each worker,
of the times when working hours begin
and end, as well as the corresponding
breaks and intervals, is included within
the concept of “personal data”? 

(2) If so, is the Portuguese State
obliged, under Article 17(1) of Direc-
tive 95/46 to provide for appropriate
technical and organisational measures
to protect personal data against acci-
dental or unlawful destruction or acci-
dental loss, alteration, unauthorised
disclosure or access, in particular where
the processing involves the transmis-
sion of data over a network? 

(3) Likewise, if Question 2 is
answered in the affirmative, when the
Member State does not adopt any meas-
ure pursuant to Article 17(1) of Direc-
tive 95/46 … and when an employer, as
a controller of such data, adopts a
system of restricted access to those data
which does not allow automatic access
by the national authority responsible
for monitoring working conditions, is
the principle of the primacy of Euro-
pean law to be interpreted as meaning
that the Member State cannot penalise
that employer for such behaviour?”

personal data?
Unsurprisingly, the CJEU answers the
first question by confirming that the
record of working time that includes
the daily work periods and rest periods

in relation to each worker constitutes
“personal data” within the meaning of
article 2(b) of the Directive 95/46.
Indeed, such records represent “infor-
mation relating to an identified or 
 identifiable natural person”2. 

oBligation is on tHe
Controller, not state
The CJEU answers the second and
third questions together by clarifying
that Article 17(1) of Directive 95/46
does not require Member States to
adopt the technical and organisational
security measures. Instead, this obliga-
tion concerns solely the controller of
personal data (i.e., in the present case,
the employer). Indeed, Article 17(1)
only requires that Member States adopt
a provision in their national law pro-
viding for this obligation for the con-
troller. The CJEU also notes that it did
not appear from the proceeding that
the personal data discussed were the
“subject of accidental or unlawful
destruction or accidental loss, alter-
ation, unauthorised disclosure or
access, or any other unlawful form of
processing, within the meaning of Arti-
cle 17(1) of Directive 95/46”. Indeed,
access to these personal data by ACT
was not the result of a data breach, but
was expressly authorized by the Por-
tuguese law. Consequently, the CJEU
concludes that Article 17(1) of Direc-
tive 95/46 was not relevant for
 resolving the case.

reformulation
In line with settled case law and in
order to interpret all provisions of

European Union law which national
courts require in order for them to
render their decision3, the CJEU refor-
mulates the questions referred by the
labour Tribunal of Viseu as follows: 

“the referring court seeks, in
essence, to determine whether the pro-
visions of Directive  95/46 are to be
interpreted as precluding national legis-
lation, such as that at issue in the main
proceedings, which requires an
employer to make the record of work-
ing time available to the national
authority responsible for monitoring
working conditions so as to allow its
immediate consultation.”

The real questions of the referring
court were indeed to know if the con-
tested processing complied with: 
1. The principles relating to data qual-

ity (more precisely Article 6.1 b)
and c) of Directive 95/46); and

2. One or more of the six legal
grounds for processing for making
data processing legitimate (more
specifically, Article 7 c) or e) Direc-
tive 95/46). 
On these points, the CJEU con-

cludes that – subject to the factual
review of the referring court – it seems
that the processing complies with the
aforementioned provisions since:
1. The personal data contained in the

record of working time were col-
lected in order to ensure compli-
ance with the legislation relating to
working conditions, and

2. The processing of those personal
data was necessary for compliance
with a legal obligation to which the
employer was subject and to the
performance of the monitoring task
entrusted to the national authority
responsible for monitoring
 working conditions. 
The CJEU then reviews the issue of

the organisation of the national author-
ity’s access to those personal data in
order to carry out its task of monitor-
ing working conditions. Indeed, as
stated in Huber, “only the grant of
access to authorities having powers in
that field could be considered to be
necessary within the meaning of Arti-
cle 7(e) of Directive 95/46”4. In conse-
quence, CJEU makes a reference to the
Directive 2003/88 of the European Par-
liament and of the Council of 4
November 2003 concerning certain
aspects of the organisation of working

1. Art 23.2. of the draft Data Protection
Regulation proposed by the European
Commission on 25 January 2012
(2012/0011 – COD -) stipulates “The
controller shall implement mechanisms
for ensuring that, by default, only those
personal data are processed which are
necessary for each specific purpose of
the processing and are especially not
collected or retained beyond the
minimum necessary for those
purposes, both in terms of the amount
of the data and the time of their
storage. In particular, those
mechanisms shall ensure that by
default personal data are not made
accessible to an indefinite number of
individuals.” (our emphasis)

2 C-465/00, C-138/01 and 

C-139/01 Österreichischer Rundfunk
and Others [2003] ECR I-4989, 
paragraph 64; Case C-524/06 Huber
[2008] ECR I-9705, paragraph 43; 
and Case C-553/07 Rijkeboer [2009]
ECR I-3889, paragraph 42. The CJEU
also adds that the processing at stake
was carried out by automatic means
and that none of the exceptions set out
in Article 3(2) of Directive 95/46
applied to the fact under scrutiny.
Therefore Worten’s processing falls
without within the scope of Directive
95/46. 

3 Case C-45/06 Campina [2007] ECR
I-2089, paragraphs 30 and 31, 
and Case C-243/09 Fuß [2010]
ECR I-9849, paragraph 39

4 Huber, paragraph 61
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time and concludes that that directive
leaves some room to Member States
concerning the requirement for an
employer to keep records of all work-
ers’ working time and to give access to
those records to the competent author-
ities. In any event, the CJEU concludes
that “Article 6(1)(b) and (c) and Article
7(c) and (e) of Directive 95/46 do not
preclude national legislation, such as
that at issue in the main proceedings,
which requires an employer to make a
record of working time available to the
national authority responsible for

monitoring working conditions so as to
allow its immediate consultation, pro-
vided that this obligation is necessary
for the purposes of the performance by
that authority of its task of monitoring
the application of the legislation relat-
ing to working conditions, in particular
as regards working time.”

Finally, besides its explicit holding,
the judgment also indicates that the
“privacy by default” principle pro-
posed by the European Commission in
the draft General Data Protection Reg-
ulation, even if adopted, is not absolute.

In other words, ensuring that access to
personal data is restricted by default
will not automatically be considered
lawful where a specific provision man-
dates processing that will qualify as
necessary.

Paul Van den Bulck, Attorney at law at the
Paris and Brussels Bars, Partner at
McGuireWoods. 
Email: PVan denBulck@mcguirewoods.com
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Transborder Data Flows and Data
Privacy Law by Christopher Kuner

Aimed at privacy lawyers, academics,
regulators and DPOs in multinationals, this
book comprises an in-depth overview and
analysis on data transfers; their history,
current policies and future. The book is
extremely timely due to the EU DP review,
where the stakeholders have not yet
agreed a way forward for international
transfers. 
Globalisation, international trade and
regulation of the Internet are all factors
which make international data flows a
pressing issue, the author, Christopher
Kuner says. As a renowned DP lawyer and

contributor to the DP work of the
International Chamber of Commerce, he is
well placed to analyse the current situation
and make recommendations. 
While the book is largely based on Kuner’s
PhD dissertation for Tilburg University in
the Netherlands, it does not read like an
academic text. Kuner starts off by
explaining the history of transborder data
flows, moving swiftly to analyse the
applicable international regulation. The
book also includes a useful table of all
these privacy law instruments as of
January 2013, as well as a list of court
cases. Kuner notes that over 70 countries
and various international organisations
have adopted data protection and privacy
laws that regulate data transfers. The book
also includes detailed discussion of private
sector measures such as contractual
clauses and binding corporate rules.
Kuner’s book introduces some very

interesting viewpoints to the international
debate. He says that it is not clear which
international organisation would be able to,
or would even want to, draft a global treaty
on tranborder data flows. On the other
hand, he is of the view that the risks of
processing in non-EU countries are
sometimes exaggerated. For readers with
good previous knowledge of data flows,
these insights and policy recommendations
are the most interesting part of this book.
For the legal profession, the book also
serves as an excellent guide on legislation
relating to data flows across the world.

Reviewed by Laura Linkomies

Transborder Data Flows and Data Privacy
Law by Christopher Kuner. Oxford
University Press, 2013. ISBN 978-0-19-
967461-9. 285 pages. Price: £75
(hardback)

In a dramatic move to highlight the
excessive surveillance by foreign intelli-
gence services, Germany’s Data Protec-
tion Authorities have declared that
until their Federal Government pro-
vides a plausible explanation on how to
limit this access, new applications, for
example, for data transfers to the US,
will not be approved.  The DPAs say
they will also examine whether such
data transfers “also for the use of cer-
tain cloud services” should be sus-
pended on the basis of the US Safe Har-
bour framework and the European
Union standard contractual clauses.

The declaration refers to “extensive
surveillance by foreign intelligence
services, in particular the US National
Security Agency (NSA) in the absence
of specific suspicion of wrongdoing….

and in disregard of the principles of
need, proportionality and purpose
 limitation.”

The decision, taken at the Confer-
ence of German Federal and State Data
Protection Commissioners on 24 July,
calls on the European Commission to
suspend its decisions on Safe Harbour
and on the standard agreements until
further notice in view of the excessive
surveillance by foreign intelligence
services. 

The European Commission has
always stressed that the national super-
visory authorities may suspend the
transfer of data to such countries when
there is a “substantial likelihood” that
the Safe Harbour principles or standard
contractual clauses are being violated.

Commissioner Viviane Reding said

in July: “PRISM has been a wake-up
call. The data protection reform is
Europe’s answer.”

“The Safe Harbour agreement may
not be so safe after all. It could be a
loophole for data transfers because it
allows data transfers from EU to US
companies – although US data protec-
tion standards are lower than our
European ones.”

The EU Commission is currently
conducting a review of Safe Harbour.
The results should be made public by
the end of the year.

• See www.bfdi.bund.de/EN/
Home/homepage_node.html;
jsessionid=2A244EAD141A4E729A7F
A526EA67E5E5.1_cid354

German DPAs halt new data transfers outside EU
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