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sent using ‘MY’ iPad 

BYOD—“Bring Your Own Device” 
to work—is a concept which has 
been around for years, but which 

has recently gained significant ground in 
the business market, due to the enormous 
popularity of tablet devices, smart phones 
and cloud-based services, which have proven 
their versatility to be beyond that offered by 
the traditional computer.

For businesses, consumerisation offers 
many benefits, which include a reduced 
spend on IT hardware, increased productivity 
and greater employee engagement. 
However, these short term gains could lead 
to significant losses if the extent to which 
BYOD is utilised is not regulated.

For all of the benefits of BYOD, some 
serious questions hang over its usefulness in 
the corporate world. Those questions are not 
simply limited to who owns the hardware 
and the content, although they are among 
the most pertinent. One must also question 
who is responsible for the safety, security and 
continued operation of personally owned 
devices, and then also question the extent to 
which the corporation should, and is indeed 
allowed to, take control of the device and 
its contents, either in anticipation of, or in 
response to a perceived threat.

These may well be the questions that no-
one wants to grapple with. However, 
businesses must, to ensure that best 
practices are being followed and legal 
risks are identified and managed.

information access
In an age of increased regulation, 
with fines and penalties at stake 
for infringements of national 
and international law, it is 
important to be able to 
access all relevant business 
information in a timely 
manner. In an antitrust 
investigation, for example, 
where the respondents are 
in a race for leniency, 
timing is critical and 
any delay to the 
production of good 

quality evidence could cause a company to 
lose its position and fail to secure a suitable 
reduction in fine. Investigations such as 
these rely less on corporate emails and more 
on “newer” types of communication, which 
are at the very heart of the BYOD issue. 
If a company under investigation has not 
addressed the question of its own rights of 
access to information, it could waste time 
arguing with its employees to see whether 
their devices hold valuable information.

Moreover, in cases where material 
evidence cannot be obtained because of an 
ownership problem, such a failure to produce 
evidence may invite adverse inferences 
to be drawn by regulators or opposing 
parties. In some extreme cases, the refusal 
of an individual to deliver up the contents 
of his or her device could be deemed an 
obstruction, if not properly managed with 
the investigating authority. When the 
European Commission found that Sony had 
obstructed the Commission’s investigation 
into the professional videotape cartel during 
on-site inspections, the result was that their 
fine was increased by 30%. This lack of 
tolerance for obstructive acts means that 
BYOD could cost money, rather than save it, 
if it is not correctly implemented.

Furthermore, if an employer does not 

have the consent of the employee to access 
the data on his or her device, the employer’s 
ability to conduct internal investigations 
for the purpose of self-reporting any 
suspected issues could be impacted by 
the risk of criminal liability. Section 1 of 
the Computer Misuse Act 1990 prohibits 
unauthorised access to computer material, 
which means that companies seeking to 
blow the whistle on illicit activities may have 
to re-think their strategies for conducting 
initial investigations, particularly if they 
hope to avoid inadvertently tipping off the 
individuals suspected of being involved.

In litigation also, parties completing 
their reasonable searches for disclosure may 
be required to complete and exchange an 
electronic documents questionnaire (Practice 
Direction 31B). This form requires the 
parties to declare the types of documents, 
systems and devices that were in use during 
the date range covered by the proceedings, 
which may be relevant to the matters 
pleaded and whether or not they intend 
to search them. Being unable to search a 
device because it is outside of the possession, 
custody and control of the disclosing party 
may give rise to applications for third party 
disclosure, which could have a tactical 
disadvantage for either party. For this 
reason, there needs to be an agreed plan for 
retention/deletion of the information stored 
on devices when people leave.

responsible device adoption
So, a thrifty attitude is not just required at 
the point of purchasing hardware; a healthy 
aversion to risk needs to be exercised in 
the planning and implementation of 
BYOD schemes. This has been a long 
tradition for most companies, with many 
refusing to integrate personal devices with 
the companies’ networks. Yet increased 
competition in the market place and 
the rise of flexible working conditions 
have provided the cover necessary for 

BYOD to creep into and set up camp 
within businesses. If the BYOD 

enthusiasts have a genuine 
title to assert and are not 

squatting, there are 
options to regulate 

their behaviour 
and the extent to 
which BYOD is 
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adopted in-house. If businesses are serious 
about attaining the benefits that a scheme 
has to offer, it will mean more questions 
to deal with and more work to be done to 
implement and police the system. It should 
also create more work for the legal and HR 
departments, with whom IT managers 
should collaborate to ensure that all of the 
bases are covered. The following are just 
some of the issues to consider:
zz Device discrimination As desirable as 

certain new devices may appear to be, 
if they are too new to evaluate or if they 
are known to have certain bugs which 
may pose a threat to security, their use 
may be vetoed. However, this does mean 
that more time must be spent analysing 
new devices as they are released.
zz Take responsibility for maintenance 

BYOD’s raison d’etre is to enable 
employees to use the most desirable 
devices at work, which means that there 
is a higher risk of theft of the device and 
its contents. Employees are unlikely to 
want to bear the responsibility for the loss 
of sensitive company information, so a 
good trade-off is to take the responsibility 
for maintaining and synchronising the 
device with other business systems, in 
return for making the device secure to 
the required standard (for example by 
providing better encryption and remote 
wiping software).

zz Joint ownership At the risk of creating 
another acronym, businesses could 
contribute to the purchase of the device, 
thereby acquiring a stake in the device, 
which may entitle the business to keep 
it on termination of the employee’s 
contract, or require the employee to pay 
the balance.
zz Set boundaries Without doubt, 

there is a tension between the needs 
of the business and the rights of the 
individual. At the very least, businesses 
must issue guidance to employees as 
to how “business” information should 
be stored on a personal device and be 
clear about their expectations towards 
rights of access. Companies should 
not assume that they are permitted by 
law to access or monitor the content of 
personal communications. Employees 
have a certain right to privacy and to 

the protection of data protection laws 
and guidance which warn against 
unnecessary and intrusive monitoring 
in the workplace. Best practice would be 
to obtain the employee’s general consent 
to access company data on the device 
at times when it may be most needed. 
In the past, companies have sought to 
regulate the boundaries of authorised 
use of company equipment for personal 
use. Now, as the lines between personal 
and business use blur even further, they 
need to extend these to regulate the use 
of personal devices for business purposes 
and set out clear rules for when they may 
be used and when the company may 
access its data stored on them.
zz Review contracts Restrictive covenants, 

IP and confidentiality clauses in 
contracts of employment will all need 
to be tightened up to make ownership 
of information clear. As with all such 
contract terms, their effectiveness (and 
therefore validity in the event of any 
dispute) will be determined by how well 
they are drafted to protect the legitimate 
interests of the business. Employees 
should already understand that 
information and knowledge developed 
during the course of their employment 
remains the property of their employer 
and that when they leave, they may be 
prevented from using that information. 

BYOD does not change this premise, 
but to avoid any ambiguity arising 
from employees’ use of personal devices 
and what is stored on them, employers 
should plainly reserve their rights and 
notify employees of their responsibilities 
and obligations from the outset.
zz Register the asset Requiring employees 

to declare their use of certain devices 
and applications is an extension of good 
information governance. Businesses 
should maintain data maps, explaining 
all locations where data could be stored, 
what type of information that is, and 
who typically has access. Provided that 
these are updated on a regular basis, they 
can help legal teams to quickly locate 
essential evidence in time-pressured 
investigations.
zz Take advantage of the cloud Modern 

devices with a mobile network or Wi-Fi 

capability are increasingly used simply 
as a medium for accessing content from 
the Internet, rather than as storage 
devices for information. If the data that 
an employee uses is simply “pushed” to 
their device to satisfy a transient need, 
while being permanently in the control 
of the employer, this arguably reduces 
the risk that the data will be inaccessible 
or untraceable at a time of need.

the future of BYoD
In the so-called post-PC era indications 
are that smart devices and “apps” may 
overshadow personal computers. In certain 
sectors this is driving business agility, 
innovation and energy as companies like 
Novartis embrace the change, stating 
that rapid mobile access to information 
on a platform like iPhone helps make 
better decisions. Staff rely on apps from 
an internal “App Store” to enhance their 
business, such as HealthMap, which tracks 
the spread of diseases and consumers 
have been given access to a company app 
to manage family vaccines. Along with 
technology and innovation, however, 
comes potential liability which businesses 
cannot afford to ignore. Companies will 
need to do more this year to address the 
risks flowing from the use of new devices 
and modes of communication through the 
implementation of acceptable use policies 
and security mechanisms.

The BYOD debate gives some indication 
of the future of disputes and sources of 
evidence to be aware of as a new tech 
landscape takes shape. New devices and new 
applications are being developed every day. 
It is likely that the devices and applications 
we admire the most in 2012 will be 
overshadowed by the technology available in 
five years’ time.

To some degree we have already seen 
a change in the way that businesses assert 
their own intellectual property rights. For 
example in Hays v Ions [2008] EWHC 
745 (Ch), [2008] All ER (D) 216 (Apr) the 
defendant was ordered to disclose all of his 
LinkedIn contacts, plus invitations to connect 
and responses in a dispute with his former 
employer. BYOD and social networking 
are going to be key frontiers for employers, 
regulators and litigators to explore, so now is 
the time to prepare.  NLJ
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