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Securing company property and 
confidential information is 
vital if companies are to protect 

trade secrets and stay ahead of the 
competition. Safeguarding customer 
and employee data is also one of the 
most important provisions of the 
Data Protection Act 1998 (DPA), the 
seventh principle of which requires 
that “appropriate technical and 
organisational measures shall be taken 
against unauthorised or unlawful 
processing of personal data and against 
accidental loss or destruction of, or 
damage to personal data.” 

The level of security required is 
judged according to the state of 
technological development and the 
cost of implementing any measures, 
appropriate to the nature of the data 
being protected and the potential harm 
that might result from a breach. As 
a result, companies should have up 
to date security and IT policies and 
procedures, as well as staff training, to 
guard against the risks. 

Companies using third party data 
processors, such as cloud storage service 
providers, to process data on their 
behalf, must choose processors who can 
provide sufficient guarantees that they 
will also secure the data appropriately. 
Since the responsibility for compliance 
with the DPA remains with the data 
controller, (in this case, the company), 
companies need to take reasonable 
steps to ensure that data are sufficiently 
protected. In practice, this means 

entering into a contract under which 
the data processor must (a) act only on 
the instructions of the data controller 
and (b) comply with equivalent security 
obligations to those imposed on the 
data controller. It is therefore common 
for businesses to retain the right to 
check on the security offered by third 
party service providers and to conduct 
routine audits, to ensure data are 
processed securely. 

Of course, making sure that your 
own employees are reliable and can 
be trusted to protect personal data is 
also sensible, as required by the DPA 
and many industry regulators. The 
recently reported incident of a U.S. 
employee, who allegedly outsourced 
his work to China, apparently without 
detection, for years (until a security 
audit uncovered his fraud) is a rare, 
but stark, example of the human risk 
to data security. The employee involved 
is said to have been a model employee, 
who attended work as normal and 
appeared busy, but spent his workday 
viewing YouTube and browsing the 
internet, whilst his work was done by 
a company in China. The employee 
had provided his credentials, including 
his RSA security token, to his Chinese 
substitute, who was then able to access 
the company’s network and produce his 
work, in his name.

Enhanced security and technological 
measures are not enough, if employees 
deliberately fail to comply with the 
rules. 

The Enemy Within – Protecting 
Company Information and Personal Data
By Andrea Ward
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With the advent of the Bribery Act, employers 
need to be much more cognisant of the 
effect that this legislation can have upon its 

management of its employees, and its business generally. 
The legislation can impact upon the employment 
relationship in a number of areas.

The Bribery Act prohibits the giving or receiving of bribes, 
both in the UK and overseas. Prior to the Bribery Act 
coming into force a company could only be found liable 
for bribery offences committed by its employees if those 
employees were sufficiently senior for their actions to be 
attributed to the company itself. Now, under the Bribery 
Act, a company can be held liable for the offences of any 
employee acting in the course of his employment, regardless 
of seniority and regardless of whether those more senior in 
the organisation were aware of the offending conduct. 

From a practical perspective, the first thing that employers 
should do is assess whether the business is exposed to 
bribery risks and identify those departments and personnel 
who are most likely to be exposed to such risks. All 
employees need to be made aware of what bribery is, how 
to recognise it and what to do when confronted with such 
conduct. Employees in medium to high risk areas need to 
receive comprehensive training and practical guidance on 
how to identify and eliminate corruption risks.   

It is of paramount importance that the employer makes its 
employees aware of the legal position, the relevant company 
policies and procedures, the standards of behaviour 
expected from employees, and the disciplinary procedures 
which will apply should employees be implicated in breach 
of the legislation, in any way. Employees should be required 
to certify compliance with the company’s anti-bribery 
policy, and acknowledge that they have attended training as 
provided by the company. 

In the event that an offence is discovered or suspected, 
the employer will need to act with speed to commence an 
internal investigation. It is imperative for bribery to be 
investigated properly: a company can face unlimited fines 
if found guilty of bribery offences and employees face 
unlimited fines and imprisonment for up to 10 years. The 
primary considerations are to ensure that 1) the offending 
conduct is immediately stopped; 2) the investigation is 
protected by privilege; 3) evidence is preserved and collected 
e.g. emails, financial records and other documents; and 4) 
implicated employees and others with relevant information 
are questioned (again while maintaining privilege).

If an employee is implicated, the employer will need to 
decide what steps it wishes to take, including whether or 
not to suspend the employee. The main difficulty for the 
employer in this situation is that the standard disciplinary 
procedure does not fit these circumstances. Periods of 
suspension are, generally speaking, going to be too short, 
and if a breach is proven, the outcome is more than likely 
to amount to termination of employment. If termination 
does occur, then this will serve to antagonise the employee 
who is also then no longer under the employer’s control. 
A combination of these factors may well impede the 
investigatory process, as the employer may need the 
employee to be “on-side” in order to assist with the 
investigation.

As such, it is advisable for the company to consider whether 
it should have a separate employment policy and procedure 
which deals with breaches of regulation generally, as this 
may then enable the employer to have periods of suspension 
which are longer than may be strictly recognised in a 
standard disciplinary process, and under the terms of the 
ACAS guidelines. As a result, the employer will maintain 
control over the employee, the employee continues to receive 
payment, and the employer can then decide what action, if 
any, needs to be taken once the internal investigation has 
been completed. 

Depending on the outcome of an internal investigation, 
a company may consider it necessary to report itself to 
a regulatory body, such as the Serious Fraud Office. The 
company’s handling of implicated employees will be a 
factor that is scrutinised by the regulator, so it is important 
to consider all steps taken with such employees from 
this perspective. There is an expectation that implicated 
employees will be disciplined and where appropriate, have 
their employment terminated, in order to demonstrate 
the company’s commitment to fostering a culture of 
compliance.  

Bribery and its Impact upon 
Management of Employees
By Jonathan Maude and Rose Parlane
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Managing Employees in 
Extraordinary Circumstances
Please join McGuireWoods’ London lawyers for an evening panel 
and round table discussion on managing employees in a regulated 
environment.

Thursday 18 April 2013

5 p.m. Registration and drinks
5:30 – 7 p.m. Programme
7 p.m. Drinks and canapés

McGuireWoods London 
11 Pilgrim Street 
London EC4V 6RN 

The session will look at how regulatory and compliance regimes can impact upon the management of employees and include 
a review of how normal employment law procedures, and subsequent litigation, can be affected as a result of the additional 
regulatory and compliance requirements.

The session will be of use to any business facing regulatory or compliance requirements, although our examples will focus 
particularly on anti-bribery and corruption, financial services, and data protection.

1.5 Accredited CPD hours | SRA CPD Ref.: 3411/GRMR 

TOPICS
Regulatory and Compliance Regimes Impacting Employees
What is the impact of the UK Financial Services Authority regulation on employees? What does it mean to be an ‘authorised 
person’? Dan Peyton (Employment) and Mebs Dossa (Corporate)

What is the impact of data protection legislation and regulations on employee management? What actions should a business be 
taking regarding confidential information & safeguarding data? Andrea Ward (Employment/Data Privacy and Security)

What are the steps businesses should take to investigate corruption within their organisation? What do you need to consider if your 
employees are implicated in such criminal activities? Jonathan Maude (Employment) and Rose Parlane (Business & Securities Litigation)

Employee Management
What issues can arise from investigating and disciplining employees for misconduct in the context of a regulatory investigation? 
Jonathan Maude (Employment) and Rob Washington (Employment)

To include:

•	 the disciplinary process itself, and modifications which can be made to suit the circumstances;

•	 policies and procedures and how to build in flexibility in case of unforeseen circumstances; and

•	 the extent to which the employers’ handling of employees will assist its defence of any regulatory enforcement proceedings. 

Litigating in a Regulatory Environment
What are the implications for regulated employers in bringing or defending proceedings and the key issues affecting the business? 
Dan Peyton (Employment) and Doug Styles (Employment)

To include practical tips on avoiding common pitfalls, such as:

•	 privilege and confidentiality issues (who should be allowed to see what?);

•	 regulatory and compliance risk (could the matters covered by the litigation give rise to a regulatory investigation and/or 
penalties?); and

•	 joint representation of named employees (what if unlawful conduct is discovered? will the employer’s lawyers have to  
stop acting?)

Q&A – followed by drinks and canapés

RSVP
RSVP by 15 April to Rose Abad at +44 20 7632 1634 or rabad@mcguirewoods.com.
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Regulatory Risks in Litigation
By Dan Peyton

Litigation is all about winning. 
However, how litigation is 
handled can have serious 

implications for the reputation of a 
business and its senior management 
and for businesses operating in a 
regulatory environment litigation can 
have serious regulatory consequences.

In Tullet Prebon plc v BGC Brokers LP 
[2011] EWCA Civ 131, both the High 
Court and Court of Appeal made 
highly critical comments about BGC’s 
Executive Managing Director and 
General Manager, Mr Tony Verrier, 
formerly COO of Tullet Prebon, 
impugning his honesty in his pre-
trial conduct (including conducting 
a campaign to poach key employees 
from Tullet Prebon in breach of their 
obligation to their employer, without 
regard for the lawfulness or otherwise 
of this campaign) and having been 
misleading in his evidence. As a result 
of these judicial findings, the FSA 
found Mr Verrier was not a fit and 
proper person and made an order 
prohibiting him from carrying out a 
controlled function. It did so without 
further investigation, relying on the 
findings made in court. 

This was an extreme case but risks 
arise for regulated businesses if 
insufficient thought is given to the 
regulatory or compliance background 
to the litigation, which may itself 
be about something different (for 
example, the duty of fidelity/post-
termination restrictive covenants). 
Therefore, regulated employers should 
consider certain key issues when 
litigating:

Investigation. Don’t litigate and 
hope; if there has been wrongdoing 
it is better to know at the outset so 
that the litigation risk can be assessed 
and also the whether there is any 
regulatory risk.

Establish and protect privilege. 
Establish what is privileged and what 
is not from the outset. It is important 
that there is a careful analysis of what 
communications and investigations 
are privileged and which are not. This 
will determine what pre-litigation 
steps are taken, how and by whom. If 
you get this wrong, you may be forced 

to make prejudicial and embarrassing 
disclosures. Make sure lawyers are clear 
about who their client is, the litigation 
reason for their communications 
with witnesses and that their 
communications are privileged.

Regulatory and compliance risk 
assessment. Has anyone considered 
the regulatory risk in relation to 
the litigation? Once the factual 
investigation has been conducted, this 
assessment is a key further factor in 
determining litigation strategy. Is there 
a regulatory risk to the business arising 
from the likely evidence in pursuing 
or defending a claim and do any 
regulatory risks outweigh the litigation 
benefits? Remember, most cases do 
not start as regulatory issues and 
regulatory issues arise as a result of the 
facts uncovered through investigation, 
the conduct of the litigation and the 
approach to presenting evidence to the 
court.

Should employees who are giving 
evidence be separately represented? 
This is a key issue and needs to 
determined early. If unlawful conduct 

is discovered, a conflict of interest may 
arise between employee and employer. 
If jointly represented, this also places 
the lawyers in a position of conflict 
and they may have to cease acting 
for both parties. On the other hand 
if there is separate representation, 
what information will be shared. 
Once privilege is “shared” employers 
may lose the right to determine when 
privilege should be waived (e.g. to show 
it took appropriate legal advice and 
acted in accordance with it).

Do your employees understand 
the importance of the regulatory 
context in which they operate? Train 
your employees about the regulatory 
consequences of breaching their own 
and others’ employment obligations.

Whether one agrees it is justified or 
not, there is a growing public and 
political pressure on regulators to 
preserve public confidence in the 
industries. Against this background, 
businesses must be ever vigilant to 
avoid regulatory problems, including in 
the way they conduct litigation. 


