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INSTANT MESSAGING: 
FLEETING BUT FURIOUS

Rodney A. Satterwhite

First it was paper; then microfiche;
then email; then voicemail. Now
the newest kid on the record re-
tention block is, you guessed it
(presumably from the title): Instant
Messaging (“IM”). Just as people
are starting to get their arms
around record retention require-
ments in general, companies these
days have to figure out their obli-
gations to preserve communica-
tions transmitted over public or
private IM systems. They are also
wrestling with the decision of
whether to implement a private

IM system that is a bit more con-
trolled, or trying to regulate (and
in some cases prohibit) employee
use of public IM systems, such as
AOL and Yahoo!, while on their
work computers. Regardless of the
answers to these questions, the
need for some sort of policy ad-
dressing IM is nearly ubiquitous.
This article explores some of the
legal background giving rise to all
this corporate angst.

SAVE OR SHRED: IS THERE AN 
OBLIGATION TO RETAIN IM 
TRAFFIC?

Existing IM Records

It would be nice for companies to
be able to venture into the IM is-
sue with a clean slate, but most al-
ready have a substantial amount of
IM baggage in their systems.
Sometimes employees will cut and
paste an IM conversation into an
email, text file or a word process-
ing document and then save it just
like any other document. Once
this happens, IM loses whatever
ethereal waif-like characteristics it
might have possessed, and be-
comes a real live official corporate

document like any other. Thus, if
IM traffic is already preserved in
any way on Company systems, it
should be subject to appropriate
corporate record retention policies
and guidelines. For obvious rea-
sons, this can pose serious risks if
employers don’t know what’s on
those IM systems:

Instant Messaging (IM) is a form
of electronic communication that
involves immediate correspon-
dence between two or more users
who are all online simultaneously.
Many employees use IM to cir-
cumvent their company’s email
policy and say things they
wouldn’t say in an email. There-
fore, IM poses a significant litiga-
tion threat for companies and has
the potential to be a “smoking
gun.” Although the law is not
well developed on whether com-
panies must implement technolo-
gy to capture Instant Messages, if
an Instant Message is a record that
must be retained by statutory or
legal requirement, then, accord-
ing to some, the company must
take affirmative steps to ensure the
message is retained.1

Any record of IM traffic, once
stored on a company system, may
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be the subject of record retention
requirements just as any other doc-
ument or email might be. For ex-
ample, Section 404 of the Sar-
banes-Oxley Act of 20022,
requires that corporate manage-
ment establish and maintain “an
adequate internal control structure
and procedures for financial re-
porting.” Final rules from the Se-
curities and Exchange Commis-
sion implementing Sarbanes-
Oxley require companies to keep
appropriate documentation about
these internal controls:

Therefore, the final rules do not
specify the method or procedures
to be performed in an evaluation
period. However, in conducting
such an evaluation and develop-
ing its assessment of the effective-
ness of internal control over fi-
nancial reporting, a company
must maintain evidential
matter, including documen-
tation, to provide reasonable
support for management’s as-
sessment of the effectiveness
of the company’s internal
control over financial report-
ing. Developing and maintaining
such evidential matter is an inher-
ent element of effective internal
controls.3

Because of the rising prevalence
of IM in the workplace (Gartner
Group forecasts that by 2006 more
messages will be exchanged over
IM than email), it is reasonable to
conclude that some IM traffic will
fall within the scope of “evidential
material.”

Similarly, any IM traffic which
has been preserved would also be
the subject of litigation holds and
discovery requirements. Zubulake
v. UBS Warburg LLC4, addresses a
company's duty to preserve and
produce, in a litigation context,
electronic records. Specifically, the
case dealt with emails, but has been
interpreted by subsequent com-

mentary to apply to other types of
electronic records as well, poten-
tially including IMs. The case con-
sisted of a claim of employment
discrimination and retaliation. The
employee claimed that the compa-
ny's failure to preserve certain
backup tapes and deleted emails
constituted spoliation of evidence.
The court held that the company
was culpable with regard to the
spoliation claims and granted the
employee costs involved in further
depositions, but denied the request
for an adverse inference instruc-
tion because the employee failed
to show that the lost evidence like-
ly would have supported her
claims. In so doing, the court ad-
dressed the company's duty to pre-
serve electronic evidence:

Once a party reasonably antici-
pates litigation, it must suspend its
routine document retention/de-
struction policy and put in place a
'litigation hold' to ensure the pres-
ervation of relevant documents. .
. . If a company can identify
where particular employee docu-
ments are stored on backup tapes,
then the tapes storing the docu-
ments of 'key players' to the exist-
ing or threatened litigation should
be preserved if the information
contained on those tapes is not
otherwise available. This excep-
tion applies to all backup tapes.5

Zubulake does not purport to
impose any obligation to preserve
electronic records, such as IM’s
that may not be automatically pre-
served. However, if these records
are preserved, Zubulake sets
guidelines regarding enforcement
of the document retention/de-
struction policy when litigation is
expected. Furthermore, to the ex-
tent that company policy is to not
preserve IMs, and the company is
technically capable of preserving
them, a litigant may be able to ar-
gue that suspension of the compa-

ny's destruction policy requires
preservation of IM’s when litiga-
tion is expected.

When they Don’t Exist: 
Affirmative Duty to Log IM 
Conversations

Although existing IM records are
likely subject to document reten-
tion requirements, there does not
appear to be any affirmative obli-
gation for companies to track or
log IM traffic on their systems.
Although no court has specifically
decided the issue, one has come
close. Convolve, Inc. v. Compaq
Computer Corp.6, addressed
without deciding a company's
duty to preserve IMs. However,
the court's brief treatment of the
IM issue sheds some light on how
it would be likely to rule on the
issue. There, Convolve claimed
that Compaq had engaged in spo-
liation under Zubulake by failing
to preserve certain intermediate
steps that, Convolve argued, in-
fringed its patent. The intermedi-
ate steps (consisting of wave forms
that were manipulated en route to
preparation of a final product)
were, by their nature, transitive
and were destroyed when further
steps in the process were applied.
The court held that Zubulake's
requirement of a litigation hold
did not apply to items such as the
wave forms that had no "semi-
permanent existence." The court
then stated:

A somewhat analogous situation
arises in the use of Instant Messen-
ger functions. There the question
may be a closer one both because
at least some Instant Messenger
programs have the capability, like
e-mail, of storing messages, and
because such information is in-
tended to be transmitted to oth-
ers. I offer no opinion here on the
circumstances under which the
failure to preserve Instant Message
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communications would be con-
sidered spoliation.7

The court's indication in Con-
volve is that it may consider the
technological capabilities of pre-
serving IMs as well as a company's
policy of IM retention, in deciding
a spoliation claim based on failure
to preserve such records.

Similarly, some commentators
have suggested that the nature of
Instant Messaging is more akin to a
telephone conversation than an
email exchange.

Like a phone conversation, an IM
communication is a real-time dia-
logue between two or more peo-
ple. …The text of the entire con-
versation generally appears in a
small user interface window on a
user’s screen. When a user closes
the IM window, the content of
the conversation disappears from
view. …Consistent with the
treatment of the conversations
that IM communication replaces
in the corporate environment, it is
not necessary to record such IM
interactions, unless doing so is the
pre-established business practice
of the IM user.8

Applying this logic, therefore, a
company could argue it has no
duty to create records by affirma-
tively tracking or logging IM con-
versations:

Although a litigant may be re-
quired to compile existing data, it
generally may not be compelled
to create information that is not
and has never been in existence.
Thus, while tape recordings of
conversations may be considered
“stored information” subject to
preservation if litigation is antici-
pated, a party is under no affirma-
tive duty to record oral commu-
nications that have not otherwise
been recorded in the ordinary
course of business. The same
would seem logically to apply to
IM conversations not recorded by

the participants in the conduct of
their daily business.9

WHAT’S LOOMING ON THE 
HORIZON: THE FUTURE OF IM 
RETENTION REQUIREMENTS

Despite the logic of this conclusion,
certain actions among courts and
regulatory agencies mandate that
companies continue to monitor
and periodically reevaluate their
policies regarding the retention of
IM traffic. In the criminal context
relating to the prosecution of sexual
predators, one court has acknowl-
edged that the mere exchange of
words during an IM conversation
creates a record—albeit short-
lived—of the conversation:

Instant Messaging is a form of
computer communication in
which individuals hold an online
conversation via the Internet.
When a person sends an Instant
Message to another person online,
that message is transmitted instan-
taneously to the recipient, open-
ing a [chat] window that allows
both parties to see the message
and to respond immediately. The
[chat] window, while open, con-
tains a complete history of all
messages sent and received
during the online conversa-
tion.10

Similarly, another court decid-
ing a motion to supress evidence in
a criminal matter, recognized that
Instant Messaging traffic can be
stored data by virtue of its receipt
of the transmitted message:

While either a computer or a
computer Instant Messaging pro-
gram is capable of being a medi-
um of conversation, each is also
simultaneously capable of being
used as a recording device…. Like
an email message and a message
left on an answering machine, the
recording of the Instant Message
is necessary for the intended re-
cipient of that message to read the
message.11

Thus, while the analogy of In-
stant Messaging to a telephone
conversation may be logical and
persuasive, these decisions suggest
that some courts will view Instant
Messaging conversations as a
stored record at the time of re-
ceipt, regardless of whether they
are actually tracked, logged or ar-
chived. Should this analysis be
adopted in the civil context, cor-
porations may be held accountable
for appropriate retention of Instant
Messaging conversations when
they actually occur.

Additionally, the prevalence of
Instant Messaging in certain regu-
lated industries has resulted in re-
quirements that companies affirma-
tively archive and preserve Instant
Message traffic on their systems.

The financial industry enacted
regulations regarding the reten-
tion of IMs (as well as email).
NASD Rule 3110 and SCC Rule
17-A4(b)(4) require that members
retain IM’s for three years. The
NASD further indicated that
members should not use IM plat-
forms that do not support ar-
chiving and retrieving of IM’s.
The notice further provided that
if a member cannot establish an
adequate supervisory program,
the member must prohibit the use
of Instant Messaging. Similarly,
the FDIC suggested that financial
institutions use corporate versions
of IM that allows for messages to
be monitored and logged. They
also directed financial institutions
to draft written policies regarding
IM usage.12

Although these regulations do
not apply directly to companies
outside the reach of NASD rules,
the increased use of IM in the
workplace, combined with the
potential for courts to treat these
conversations as corporate records,
warrants a close continuing scruti-
ny of this issue.
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WHAT TO DO - WHAT TO DO - 
REGULATING EXISTING IM 
USE

Like it or not, most companies
have at least some employees who
are currently using public IM sys-
tems (such as AOL Instant Mes-
senger, MSN Messenger, or Ya-
hoo! Messenger) to communicate
with one another, and with the
outside world. A company’s obli-
gation to preserve this IM traffic is
subject to the same analysis dis-
cussed above. However, the na-
ture of public IM systems may cre-
ate additional practical burdens for
these companies.

Most importantly, public IM
systems give individual users the
capability of logging and ar-
chiving.

Similar to email and other com-
puter data, Instant Messages do not
disappear when the Instant Mes-
sage window closes. Many of the
free and widely-used Instant Mes-
sage programs have the ability to
generate text copies of all incom-
ing and outgoing messages, as long
as the archival/logging function is
enabled [by the individual user].
For now, however, there is no real
way to automate the extraction of
these logs. Thus, the process is
burdensome and time consuming.
This is one reason why some com-
panies are implementing enter-
prise-wide Instant Message control
and logging solutions.13

Thus, permitting employees to
have unregulated use of public IM
systems increases the risk that some
employees will turn on (or simply
fail to turn off) automatic logging.
As discussed above, once those IM
conversations reside on company
computers, they become corporate
documents subject to record reten-
tion requirements and discovery re-
quests. Under Zubulake, compa-
nies and their counsel are obligated
to locate all sources of relevant in-

formation, including records re-
tained at individual levels:

Once a "litigation hold" is in
place, a party and her counsel
must make certain that all sources
of potentially relevant informa-
tion are identified and placed "on
hold," to the extent required in
Zubulake. To do this, counsel
must become fully familiar with
her client's document retention
policies, as well as the client's
data retention architecture. This
will invariably involve speaking
with information technology
personnel, who can explain sys-
tem-wide backup procedures
and the actual (as opposed to the-
oretical) implementation of the
firm's recycling policy. It will
also involve communicating with
the "key players" in the litigation,
in order to understand how they
stored information. In this case,
for example, some UBS employ-
ees created separate computer
files pertaining to Zubulake,
while others printed out relevant
e-mails and retained them in
hard copy only. Unless counsel
interviews each employee, it is
impossible to determine whether
all potential sources of informa-
tion have been inspected. A brief
conversation with counsel, for
example, might have revealed
that Tong maintained "archive"
copies of e-mails concerning
Zubulake, and that "archive"
meant a separate on-line com-
puter file, not a backup tape. Had
that conversation taken place,
Zubulake might have had rele-
vant e-mails from that file two
years ago.14

If employees are permitted to
create individual archives of IM
conversations, then companies
may have a duty to search those
archives when they are implicated
in discovery requests. This will
potentially be more burdensome,
and create additional costs, when
compared to the ability to extract
such material from a central ar-
chived system.

INSTANT MESSAGING POLICY

Given the uncertainty regarding
the preservation of IM traffic,
companies should at a minimum
set certain guidelines for IM use.
These guidelines can be incorpo-
rated into existing Acceptable Use
Policies (AUPs) that cover em-
ployee email and internet use, but
should take into account the fol-
lowing:

❚ A reminder that employees
cannot expect any confiden-
tiality when using any com-
pany communication sys-
tems, including IM.

❚ A reminder of any existing
policies that govern any of
their communications, in-
cluding avoiding sexual ha-
rassment, avoiding discrimi-
nation, etc.

❚ A reminder that employees
must be extra vigilant in com-
plying with these policies in
the chatty world of IM.

❚ A statement of the Compa-
ny’s policy on personal use of
IM (this should be consistent
with the Company’s position
on personal use of email and
other electronic communi-
cations).

❚ Possible prohibition on em-
ployees downloading their
own IM software from AOL,
Microsoft, etc.

❚ To the extent that the Com-
pany can search for any per-
sonally downloaded soft-
ware, the policy should
advise employees that it will
do so.

❚ If the Company cannot or
does not prohibit employees
from downloading IM soft-
ware (or otherwise using
personal IM means for com-
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pany business), it should de-
clare whether employees are
required to retain messages
related to company business.

❚ A statement whether em-
ployees are allowed to use
IM to communicate with
others outside the Company.
This will be difficult to pro-
hibit, given the nature and
purpose of IM, but should be
squarely addressed by the
policy.

❚ If the Company allows its
employees to use IM with
outsiders, the policy should
emphasize: the dangers that
this use poses to the attorney
client privilege; intellectual
property risks; and statutory,
regulatory and other duties
of confidentiality.

❚ A reminder that any IM mes-
sage cut and pasted into an e

mail or any other form of
communication will be gov-
erned by that form of com-
munication's rules (including
any retention rules).

❚ If employees are logging IM
conversations, the policy
should include a reminder
that retained IM is subject to
the standard corporate docu-
ment retention rules.

❚ Advise employees that the
technology and law in this
area are changing rapidly,
and they might eventually be
required to retain IM as a re-
sult of technological ad-
vancements, statutory or reg-
ulatory requirements (as in
the financial institution
world) or other develop-
ments (including case law).
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